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Preface

Thank you for choosing Tenda! Please read this user guide before you start.

Conventions

This user guide is applicable to 4G09, 4G06 and 4G03. Unless specified, 4G09 is used for illustration
in this guide. The contained images and Ul screenshots are subject to the actual products.

Product model Description

4G09 AC1200 Dual-band Wi-Fi 4G+ LTE Router
4G06 N300 Wi-Fi 4G VoLTE Router

4G03 N300 Wi-Fi 4G LTE Router

The typographical elements that may be found in this document are defined as follows.

Item Presentation Example

Cascading Menus > Click Status > Device Status

Parameter and value Bold Set User Name to Tom.

Ul control Bold On the Policy page, click the OK button.
Variable Italic Format: XX:XX:XX:XX:XX: XX

Message “r The “Success” message appears.

The symbols that may be found in this document are defined as follows.
Item Meaning

This format is used to highlight information of importance or special interest.
Ignoring this type of note may result in ineffective configurations, loss of data or
damage to device.

v This format is used to highlight a procedure that will save time or resources.

For more documents

If you want to get more documents of the device, visit www.tendacn.com and search for the
corresponding product model.

The related documents are listed as below.



Document

Quick Installation Guide
User Guide

Data Sheet

Technical Support

Description

It introduces how to set up the device quickly for internet access, the descriptions
of LED indicators, ports, and buttons, FAQ, statement information, and so on.

It introduces how to set up more functions of the device for more requirements,
including all functions on the web Ul of the device.

It introduces the basic information of the device, including product overview,
selling points, and specifications.

If you need more help, contact us by any of the following means. We will be glad to assist you as

soon as possible.

.

Hotline

()

Website

Global: (86) 755-27657180

(China Time Zone)

United States: 1-800-570-5892

(Toll Free: 7 x 24 hours) ﬂ

Canada: 1-888-998-8966 Email

support@tenda.com.cn

(Toll Free: Mon - Fri 9 am - 6 pm PST)

Hong Kong: 00852-81931998

https://www.tendacn.com/
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i} Get to know your device

1.1 Introduction

The Wi-Fi 4G router series, powered by built-in 4G module, provides fast 4G LTE internet access. It
realizes instant internet access with just a SIM card and achieves simultaneous communication
with multiple devices. Different models feature varied performance and functions.

Model
4G03 4G06 4G09
Feature
4G LTE category CAT4 CAT4 CAT6
Wi-Fi network 2.4 GHz 2.4 GHz 2.4 GHz & 5GHz

Wireless rate

2.4 GHz: 300 Mbps

2.4 GHz: 300 Mbps

2.4 GHz: 300 Mbps
5 GHz: 867 Mbps

4G antennas Internal Two 5 dBi external antennas  Two 5 dBi external antennas
Ethernet port 2*FE 2*FE 2*GE

App management v v v

Telephone port - v -



1.2 LED indicators

The Wi-Fi 4G router series share the same LED indicators. 4G09 is used for illustration here.

LED indicator

(Power indicator)

(Internet indicator)

(Wi-Fi indicator)

(LAN indicator)

(Signal strength
indicator)

Status

Solid on
Off
Solid on
Off
Solid on
Blinking
Off
Solid on
Off

3 bars
2 bars

1 bar

Off

Description

The router is powered on properly.

The router is powered off or not powered on properly.
The router is connected to the internet.

The router fails to connect to the internet.

The Wi-Fi network of the router is enabled.

The router is performing WPS negotiation.

The Wi-Fi network is disabled.

At least one device is connected to a LAN port of the router.
No device is connected to any port of the router.
Excellent signal.

Good signal.

Fair signal.

No 4G/3G signal.



1.3 Ports and buttons

Only 4G06 is equipped with a telephone port, while 4G09 and 4G03 are not. 4G06 is used for
illustration here.

Antenna sockets

Port/Button Description
Power on/off button.
ON/OFF
It is used to power on or power off the router.
Power jack.
PWR
It is used to connect to the included power adapter.
It serves as both reset and WPS button.
® Reset: When the router is working properly, hold down the button for about 8
seconds and release it when all indicators light off and then light up. The router is
RST/WPS restored to factory settings.
® WPS: Press the button and release it, the (Wi-Fi) LED indicator blinks. The
router gets ready for WPS negotiation. Configure WPS-enabled wireless devices
within 2 minutes to start WPS negotiation with the router.
It is a fast Ethernet port, which can serve as a WAN port or a LAN port. By default, it
is a LAN port.
® When the router is under 3G/4G router mode, it serves as a LAN port.
WAN/LAN ® When the router is under wireless router mode, it serves as a WAN port.

® When the wireless repeating function is enabled, do not connect any device to this
port.

® When the AP mode is enabled, it serves as a LAN port.



Port/Button

LAN

TEL

Antenna sockets

Description

It is a LAN port used to be connected to wired devices, such as a computer.

When the IPTV function is enabled under the wireless router mode, it serves as the
IPTV port to be connected to the set top box.

Telephone port.

It is used to connect to a landline telephone using the included telephone cable for
voice service.

o Voice service is only available under the 3G/4G router mode with a SIM card
inserted, and ensure that the mobile data is enabled and the router can access the
internet before using the voice service.

e Internet access is unavailable when you are making phone calls through 3G
network.

It is used to connect to the detachable antennas.



1.4 Label

The bottom label shows the Access URL, Wi-Fi Name, IMEI, Serial No. and MAC address of the
router. See the following figure.

WWW S clcncom
Mace ir Chice

AC1200 Dual-band WI-Fl 4G+ LTE Router

Modke! 2508
Fower 1V 3A
KLy
swtome () CIM

:‘E@s-)&\g\g:’
FEHl(€e =

Access URL: It is the default address used to log in to the web Ul of the router.
Wi-Fi Name: It specifies the default Wi-Fi name of the router.

IMEL: It is the unique mobile device identification code of the router.

Serial No.: It is required if you need technical assistance to repair your router.

MAC: It specifies the MAC address of the router.



Web Ul

2.1 Log in to the web Ul

Step 1 Connect your smartphone to the Wi-Fi network, or connect your computer to a LAN port
of the router (By default, the WAN/LAN and LAN port are both LAN ports).

7 N

i
)
ey @) [

I oo HE
| 5 | -
" i Ethernet cable—J

Step 2 Start a web browser on the device connected to the router, and visit tendawifi.com.

[ =)< I% tendawifi.com - & -}|

Step 3 Enter the login password, and click Login.

Please enter a login password.

Forgot password? -

---End
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If the above page does not appear, try the following solutions:
e Ensure that the router is powered on properly.

e Ensure that the computer is connected to a LAN port of the router, and Configuring the computer
to obtain an IP address automatically.

e Restore the router to factory settings and try again.

The following page appears.

Tk & Internet Slates Eagall =
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2.2 Log out of the web Ul

If you log in to the web Ul of the router and perform no operation within 5 minutes, the router logs
you out automatically. You can also log out by clicking Exit at the top right corner of the web UI.



2.3 Web Ul layout

The web Ul of the router consists of two sections, including the navigation bar and the
configuration area. See the following figure.

Tl & Intarmnet Status

‘"”“ 1 (2
&

T
ard N

[R‘Y_EF] i

SN Name Description

It is used to display the function menu of the router. Users can select
Navigation bar functions in the navigation bar and the configuration page appears in the
configuration area.

Configuration area It is used to modify or view your configurations.




E Internet status

Log in to the web Ul of the router and choose Internet Status to enter the page. On this page, you
can:

- View the internet status

- View wireless information

- View system information

- View online devices information

3.1 Internet status

W

The router supports both 3G/4G router mode and wireless router mode, and function may differ under
different modes. Refer to Operating mode to set the operating mode of the router.

3.1.1 Under 3G/4G router mode

To view the internet status:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Internet Status.
---End

When the connection between the Internet and the router is shown as below, the router is
connected to the internet successfully.

& Inlarmet Status

Ly

I



When a red cross and “Connection failed.” are shown between the Internet and the Router, it
indicates that the internet connection is abnormal.

2 Intermnet Status

Try the following solutions:

- Navigate to Internet Settings, and ensure that the Mobile Data and Data Roaming
functions are enabled, and the mobile data option is set to 4G Preferred.

- Navigate to Internet Settings, and ensure that the dial-up settings parameters are
identified by the router automatically. If not, check whether the SIM card is inserted
properly, or refer to create an APN profile manually to access the internet to
configure the router.

- If the SIM card is identified successfully but no internet access is available, your SIM
card may have run out of money. Contact your ISP for more help.

When a red cross and “Please unlock the SIM card” are shown between the Internet and the
Router, it indicates that the SIM card is locked. Refer to Unlock the SIM card in the web Ul.

2 Intermet Status

10



When a red cross and “No SIM card inserted” are shown between the Internet and the Router,
ensure the SIM card is inserted properly.

& Internet Stalus

Lty "
L’
H"‘-—hgiﬁ Mo 51N card

b= | o]

11



3.1.2 Under wireless router mode

To view the internet status:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Internet Status.
---End
When the link between the Internet and 4G09 is clear as shown below, the router is connected to

the internet successfully and you can access the internet via the router.

2 Internet Status

When a red cross and “Connection failed.” are shown between the Internet and the Router, it
indicates that the internet connection is abnormal. Please click Connection failed. to navigate to
the Internet Settings page and refer to the following scenarios and solutions.

& Intemet Status

12



When “Please ensure that the cable between the Internet port of the router and the modem is
properly connected” is shown on the page, ensure that the Ethernet cable between the WAN/LAN
port of the router and the modem is connected properly. If the problem persists, contact the
technical support for help.

intermeat Sattings by
Carneciion Troe SRR .

ISP User Name Zhareysan

SP Passwond ammreren
DS Sefmings AUIHMANC '
Connechon Stals Pleacs enspie Ml e pabils mebyeen e Ialeinal oo of he aputss g ha
ket 15 plape™y COFAaCTARE

When “The user name and password are incorrect.” is shown on the page, it indicates that the user
name and password you entered are incorrect. Please re-enter the user name and password.

-]
| £#
] v
| Tally'

Please consider the following tips when entering the user name and password:

“n
Z.

e Pay attention to case sensitivity, such as “Z” and
e Pay attention to similar letters and numbers, such as “I” and “1”.

e Ensure the completeness of account parameters, such as “0755000513@163.gd”, not
“0755000513”

If the problem persists, contact your ISP for help.
intetmiel Sallngs ®
Connectian Type PPPaE o
ISP User Namel | zhangsan
O Pascusnnd- | sassiass
DME Saltings A samate T

Connechon Stalus The ussr name and pas=word sre incoracl
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When “No response from the remote server. Please check whether your computer can access the
internet directly using your Modem. If no, contact your ISP for help.” is shown on the page as
below, try the following methods:

- Ensure that the Ethernet cable in connected properly.

- Ensure that you choose the proper connection type. Contact your ISP for any doubt
about the connection type.

- Power off the router for several minutes, then power it on and try again.

If the problem persists, contact your ISP for help.

ntarmat Settings 4
Canneciion Tyoe PPPOE b
ESH LISe MNarme | zhangsean
I'=F Fasswce fraaspadans
OMS Seflings LT s T L
Connection SiEis. Mo mspanse from the remola sevar Ploasa chack whathar poor comparter

can gocess T infamet dractly using vour Modam. f no. contast vour ISP for
hst

==

When “Disconnected. Please contact your ISP for help.” is shown on the page as below, try the
following methods:

- Modify the MAC address of WAN port by referring to Change the MAC address of the
WAN port.

- Use another device to configure the router.

- Ensure that your internet service does not expire.

If the problem persists, contact Tenda technical support.
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Inlemed Settings
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3.2 Wireless information

To view or configure the wireless information:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Internet Status.

Step3 Click « .

& Internet Status

---End

You can change wireless parameters as required.
Wi-Fi Setlings *
unity 24 chz a8 cH: ]
Efabbe Wh-Fi netwark .
Wi-Fi Mame | Temda_FSERGD I Hida
Encmyplion Biode | WRAVRAZ-PSK recommend

I_'-lli s |[.',:_-t_-.:,|_-\._f\;:'\;': --------
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3.3 System information

To view the system information:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Internet Status.

Step 3 Click

& Internet Status

---End

For detailed description of parameters on this page, refer to System status.

3.3.1 Basic information

In this part, you can view the basic information of the router, such as system time, uptime and
firmware version and hardware version.

Information
System Time: 2020-02-25 16:31:20
Uptime: 1 hour(s) 28 min 21 s
Firmware Version: V16.03.07.08_multi

A

Hardware Version: V1.0
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3.3.2 Connection status

3G/4G router mode

Under the 3G/4G router mode, you can view the information of the SIM card and 3G/4G network

in this part.

3GMAG

SIM Card Status:

Connection Status:

Signal Strength:

ISP:

Mobile Network:

Statistics:

Upload Speed:

Download Speed:

IP Address:

Subnet Mask:

Default Gateway:

Primary DNS:

Secondary DNS:

MAC Address:

Ready

Connected

Excellent

4G

0.438MB

0.0KB/s

0.0KE/s

10.135.116.154

255255 255 253

10.135.116.153

120.60.80.80

221.5.88.88
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Wireless router mode

Under the wireless router mode, you can view the information of the WAN port, including
connection type, connection status and connection duration, etc.

WAN Status
Connection Type: Dynamic IP Address
Connection Status: Connected
Connection Duration: 2 hour(s) 29 min 38 s
IP Address: 172.16.20.80
Subnet Mask: 255.255.255.0
Default Gateway: 172.16.20.20
Primary DNS: 8.8.8.8
Secondary DNS: 3333

MAC Address:

3.3.3 LAN status

In this part, you can view the LAN information, such as LAN IPv4 address, subnet mask and MAC
address.

LAN Status

IP Address: 192.168.0.1
Subnet Mask: 255.255.255.0

MAC Address:
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3.3.4 Wi-Fi status

In this part, you can view the information of 2.4 GHz and 5 GHz Wi-Fi network, including the
connection status, visibility, hotspot name and encryption mode, etc.

Wi-Fi Status
2.4 GHz Wi-Fi Network: Visible
2.4 GHz Wi-Fi Name: Tenda_F5E8EB0
Encryption Mode: None
Channel: 9
Bandwidth: 20
MAC Address:
5 GHz Wi-Fi Network: Visible
5 GHz Wi-Fi Name: Tenda_F5ESBQ
Encryption Mode: None
Channel: 161
Bandwidth: 80

MAC Address:

20



3.3.5 IPv6 status

This part is only displayed when the IPv6 function is enabled. You can view the information of IPv6
connection, including connection type, IPv6 WAN address and IPv6 LAN address.

IPv6 Status

Connection Type: DHCPv6

IPvE WAN Address: 2408:8057e206:23a3.78ed.cbif.fe23:1627/64
fedd: 7Tied.cbiffe25:.1627/64
fed0: 522b T3 fefo.e8b9/64

Default IPve Gateway: fe80::50b3:ff7:3ee5:8840
Primary IPv6 DNS. 2408:805d:8:
Secondary IPvE DNS: 2408:805c:4008::

IPvE LAN Address: fecD::522b: 73T fefs: e8b0/64
fed0: 522b T3 fefo.e8b0/64
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3.4 Online device information

In this page, you can view the information of devices connected to the router, including the upload
speed, download speed and access type, etc. You can also view and add devices to the blacklist.

To access the page:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Internet Status.
Step 3 Click

I Internet Status

---End

3.4.1 Add devices to the blacklist

Adding devices to the blacklist to block the internet access:

Step 1 Choose Online Devices, and target the device to be added.

Calie Do ] | Hiseslel
Deaarica Wame Lipload S g [Dawnizad Spead Acmest Tya Eilacklist
T Ty v e T -
P [}
i WE e
- _l‘.

.................................................................................................................................

Step 2 Click Add.
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---End

On the Internet Status page, click , and then click Blacklist, you can view the information
of devices that are added to the blacklist.

Cinfina Denices 1 Blackll=t

Liswios [y airs AL A ddness Reamaee from Blackist

3.4.2 Remove devices from the blacklist

To remove devices from the blacklist as required:
Step 1 Choose Blacklist, and target the device to be removed from the blacklist.

Step 2 Click Remove.

Oinfing Devices 01 Blackils

Llswirs g RAAT A dcdnees Ramuree fram Blackist

---End
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n Internet settings

By configuring the internet settings, you can achieve the shared internet access (IPv4) for multiple
users within the LAN. The router supports accessing the internet under both 3G/4G router mode
and wireless router mode, and the configuring procedures differ.

4.1 Access the internet with a SIM card

If you are configuring the router for the first time or after restoring it to factory settings, refer to
the quick installation guide to configure the internet access. After then, you can change the
internet settings by following the instructions here.

To access the configuration page, log in to the web Ul of the router, and navigate to Internet
Settings.

% Internat Sefttings

infemes Siatus Cormactad

Aobde Dets Enable L
. ROaTEng CH=abie v
LEabEe Data Ohans 4 Frefemed T
Dial-up 5'E'II|HHS-
Profiie Hams CHMN-LIMIC M T I Lareans A rroaes
LIF Ty IPYVAEIPYE =

AFN BENMET
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Parameter description
Parameter Description
Internet Status It specifies the internet connection status of the SIM card.

It is used to enable or disable the mobile data traffic. When it is disabled, you cannot

Mobile Data .

access the internet through the router.

It is used to enable or disable data roaming for the SIM card inserted in the router.
Data Roaming Data roaming means the data usage produced when you are outside the coverage of

your ISP. You can disable data roaming to avoid roaming data usage and charges.
Mobile Data Options It specifies the mobile network type for internet access.

Profile Name

Generally, all these parameters are predefined in the SIM card. The router will

PDP Type identify these parameters automatically, which cannot be changed, and use them for
dial-up.

APN
If the router fails to identify these parameters of your SIM card, you must enter them

User Name manually by clicking Create a Profile and dial up for internet access.

Password
If the router cannot identify these parameters, contact your ISP for them.

Authentication Type

It is used to create an APN dial-up profile when the router fails to identify these
parameters automatically.

Create a Profile

4.1.1 Change mobile network preference

When you are already able to access the internet with a SIM card, you can also change the
preference towards mobile data, data roaming and preferred network type.

Assume that you are using the router outside the coverage of the ISP of your SIM card and want to
use 4G network only.

Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Internet Settings.

Step 3 Set Mobile Data to Enable.

Step 4 Set Data Roaming to Enable.

Step 5 Set Mobile Data Option to 4G Only.
Step 6 Click Connect.

25



Internet Settings

Maobill= Date

150 HErenic

Py Dok p St inawres:

Dial-up Settings
Frofie Hame
FDIF Type
e
User Same
Pacsragnt
BuLFmnedn esaen Tyjpe

---End

Er-atie v

Encatie "

45 Frelened ¥

CHMAIMECTW ] Zreale & Proffs
P .

FENET

WOIHE v

After the configuration, refresh the configuration page. When the Connected is shown after
Internet Status, you can use the 4G network only to access the internet outside the coverage of

your ISP.
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4.1.2 Create an APN profile mannully to access the internet

If the router cannot identify APN parameters automatically and access the internet, you can add a
new APN profile manually for dial-up. Contact your ISP for these parameters.

Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Internet Settings.
Step 3 Click Create a Profile.
Step 4 Enter required parameters inquired from your ISP.

Step 5 Click Save.

Create & Prafile e

Slat

MLk

---End

Wait a moment; the router will use the parameters you entered to dial up for internet access.
When the Connected is shown after Internet Status, you can access the internet with the APN
profile you create.
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4.2 Access the internet through the WAN port

If you want to connect your broadband to the router to access the internet, you can set the router
to wireless router mode (refer to Operating mode) and access the internet through the WAN port.

Parameters for accessing the internet are provided by your ISP. Contact your ISP for any doubt.

4.2.1 Access the internet with a PPPoE account

If the ISP provides you with PPPoE user name and password, you can choose this connection type
to access the internet. The application scenario is shown below.

& Modem

g Ethernet cable Ethernet cable

Or

[ L)

@ Ethernet jack

Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Internet Settings.

Step 3 Set Connection Type to PPPOE.

Step 4 Enter the ISP User Name and ISP Password.
Step 5 Click Connect.
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2 Internet Sallings Lngisn =

waki Fort £ Ethemal cabls comected

Canpecton Type FPPoE T
IGF (s Name | Enter i e e o w150
18P Paisead® | Enfer the passwant fom your ISP

TS Sellings Aamamatic )

---End

Wait a moment until “Connected. You can access the internet now.” is shown on the page, and you
can access the internet.

@ Internet Settings Englsh’ -

Ve P Ell Ethariet cabla connaciad

Connection Type i -
ISP Liser Marme
ISP Password: |
(NS Settings | Aulomatic -
i St | Pomdcied Vi Gaf eoResthe ksl Gow.

Connecton Durstor: Smin 57 s
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If you fail to access the internet, try the following methods:

. If “No response from the remote server. Please check whether your computer can access the
internet directly using your Modem. If no, contact your ISP for help.” is shown on the page, you
are recommended to choose access the internet through dynamic IP address.

* Ifthe problem persists, refer to View the internet status to find a solution.

Parameter description
Parameter
ISP User Name

ISP Password

DNS Settings

Connection Status

Connection Duration

Description

When PPPoE is chosen as the connection type, you need to enter the user name and
password provided by your ISP to access the internet.

It specifies the obtaining method of WAN port DNS address, which is Automatic by
default.

® Automatic: The router obtains a DNS server address from the DHCP server of the
upstream network automatically.

® Manual: The DNS server address is configured manually.

It specifies the internet connection status.

* When “ " is shown here, the router is
connected to the internet successfully.

* When other information is shown here, the router fails to connect to the internet.
Please take corresponding measures according to the information shown here.

It specifies the duration since the router is connected to the internet.

4.2.2 Access the internet through dynamic IP address

Generally, accessing the internet through dynamic IP address is applicable in the following

situations:

- Your ISP does not provide PPPoE user name and password, or any information
including IP address, subnet mask, default gateway and DNS server.

- You have a router with internet access and want to add a 4G09 as the other one.

The application scenario is shown below.
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& Modem

[®) %]

(=3 |
- Ethernet cable —J LEtherne’t cable o !

Or T

L)

@ Ethernet jack

Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Internet Settings.
Step 3 Set Connection Type to Dynamic IP Address.
Step 4 Click Connect.

@ Internet Settings b =

skt Dot [ Etharned cebba canmected
CanneLton Typs Cryramic [P Addrass -

OHS Sanngs. | Altomaic v

E=0
---End

Wait a moment until “Connected. You can access the internet now.” is shown on the page, and you
can access the internet.
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I Intemnet Settings

vah Poat LY Ethaenet cable cormeched
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CHHIRL IR DUl =ER]

If you fail to access the internet, refer to View the internet status to find a solution.

Parameter description
Parameter Description

It specifies the obtaining method of WAN DNS address, which is Automatic by
default.

DNS Settings ® Automatic: Obtain a DNS server address from the DHCP server of the upstream
network.

® Manual: Configure the DNS server address manually.

It specifies the internet connection status.

®* When “ ”is shown here, the router is
Connection Status connected to the internet successfully.

® When other information is shown here, the router fails to connect to the internet.
Please take corresponding measures according to the information shown here.

Connection Duration It specifies the duration since the router is connected to the internet.

4.2.3 Access the internet with static IP address information

When your ISP provides you with information including IP address, subnet mask, default gateway
and DNS server, you can choose this connection type to access the internet.

Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Internet Settings.
Step 3 Set Connection Type to Static IP Address.
Step 4 Enter IP Address, Subnet Mask, Default Gateway and Primary/Secondary DNS server.
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Step 5 Click Connect.

@ Intemet Seitings vy »

wiar Port: £ Emsmet cotse connecied
ConnaCinn Typd Stanc IP Addess T
|IF Aicres
Salunet Wizek
Deafaufl Galewery
Sy DS Serv

Secondany DS Serve

Comnieol

---End

Wait a moment until “Connected. You can access the internet now.” is shown on the page, you can
access the internet.
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b Internet Settings
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If you fail to access the internet, refer to refer to View the internet status to find a solution.

Parameter description
Parameter
IP Address
Subnet Mask
Default Gateway
Primary DNS Server

Secondary DNS Server

Connection Status

Connection Duration

Description

When static IP address is chosen as the connection type, enter the fixed IP address
information provided by your ISP.

If your ISP only provides one DNS server, you can leave the secondary DNS server
blank.

It specifies the internet connection status.

®* When “ ” is shown here, the router is
connected to the internet successfully.

® When other information is shown here, the router fails to connect to the
internet. Please take corresponding measures according to the information
shown on the page.

It specifies the duration since the router is connected to the internet.
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Wi-Fi settings

5.1 Wi-Fi name & password

5.1.1 Overview

To access the configuration page, log in to the web Ul of the router, and navigate to Wi-Fi
Settings > Wi-Fi Name & Password.

On this page, you can configure basic Wi-Fi parameters, such as the Wi-Fi name and password.
Wi-Fi Name & Password b4

Unify 24 GHz & 5GHz [}
Enable Wi-Fi network [l
Wi-Fi Name: | Tenda_FSE8B0 Hide
Encryption Mode None Y

Wi-Fi Password

Parameter description
Parameter Description

It is used to enable or disable the Unify 2.4 GHz & 5 GHz function, which is enabled
by default.

Unify 2.4 GHz & 5 GHz  \\/hen this function is enabled, the 2.4 GHz and 5 GHz Wi-Fi networks share the same
SSID and password. Devices connected to the Wi-Fi network will use the network
with better connection quality automatically.

Enable Wi-Fi Network It is used to enable or disable the Wi-Fi networks of the router.
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Parameter

2.4 GHz Network

5 GHz Network

Wi-Fi Name

Hide

Encryption Mode

Wi-Fi Password

Description

You can enable or disable the 2.4 GHz network and 5 GHz network separately when
the Unify 2.4 GHz & 5 GHz function is disabled.

* If the wireless devices, such as mobile phones, are far away from the router, or
blocked from the router by a wall, it is recommended to connect to the 2.4 GHz
network.

¢ |f the wireless devices are close to the router, it is recommended to connect to the
5 GHz network.

It specifies the Wi-Fi network name (SSID) of the corresponding Wi-Fi network.

It is used to hide the Wi-Fi name of the Wi-Fi network, to improve the security level
of the Wi-Fi network.

When this function is enabled, the Wi-Fi network is invisible to wireless devices. You
need to enter the Wi-Fi name of the network on your wireless devices (such as a
smart phone) manually if you want to join the network.

It specifies the encryption modes supported by the router, including:

® None: It indicates that the Wi-Fi network is not encrypted and any clients can
access the network without a password. This option is not recommended as it
leads to low network security.

* WPA-PSK: The network is encrypted with WPA-PSK/AES, which has a better
compatibility than WPA2-PSK.

® WPA2-PSK: The network is encrypted with WPA2-PSK/AES, which has a higher
security level than WPA-PSK.

e WPA/WPA2-PSK (recommended): It indicates that WPA-PSK and WPA2-PSK are
adopted to encrypt the network, providing both security and compatibility.

It specifies the password for connecting to the Wi-Fi network. You are strongly
recommended to set a Wi-Fi password for security.

It is recommended to use the combination of numbers, uppercase letters, lowercase
letters, and special symbols in the password to enhance the security of the Wi-Fi
network.

5.1.2 Separate the 2.4 GHz Wi-Fi name from 5 GHz Wi-Fi name

The router supports both 2.4 GHz and 5 GHz Wi-Fi networks, which are unified and only one Wi-Fi
name is displayed by default. If you want to separate the Wi-Fi names of the two networks, follow

the procedures below.

Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Wi-Fi Settings > Wi-Fi Name & Password.
Step 3 Disable Unify 2.4 GHz & 5 GHz.
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Step 4
Step 5

Customize the Wi-Fi Name and Wi-Fi Password of each Wi-Fi network.

Click Save.
Wi-Fi Mame & Passwond b
Linify 2.4 GHE & & N
2.4 GHz Network [
FI Mame: | Tends_FSERED Hide
i AANPEL.PSK ireoommend v
|~
gz nework [l
1 Tervda _FhE i i
CECTWETRHHT PACKDN NPAANPAT-FSE (redoimimend T
I L=
---End

When completing the configurations, you can connect to the Wi-Fi networks of the router to
access the internet.

5.1.3 Change the Wi-Fi name and Wi-Fi password
The router supports both 2.4 GHz and 5 GHz Wi-Fi networks.

Assume that you want to change the 2.4 GHz Wi-Fi name and password to John_Doe_2.4GHz and
Tenda+Wireless24, and the 5 GHz Wi-Fi name and password to John_Doe_5GHz and
Tenda+Wireless5. Both networks adopt WPA/WPA2-PSK (recommended) as the encryption type.

Configuring procedure:

Step 1

Step 2
Step 3
Step 4

1.

Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Choose Wi-Fi Settings > Wi-Fi Name & Password.
Disable Unify 2.4 GHz & 5 GHz.
Change the parameters of the 2.4 GHz network.

Change the Wi-Fi Name of the 2.4 GHz network, which is John_Doe_2.4GHz in this
example.
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2. Choose an Encryption Mode, which is WPA/WPA2-PSK (recommended) in this example.

3. Change the Wi-Fi Password of the 2.4 GHz network, which is Tenda+Wireless24 in this
example.

Step 5 Change the parameters of the 5 GHz network.
1. Change the Wi-Fi Name of the 5 GHz network, which is John_Doe_5GHz in this example.
2. Choose an Encryption Mode, which is WPA/WPA2-PSK (recommended) in this example.

3. Change the Wi-Fi Password of the 5 GHz network, which is Tenda+Wireless5 in this
example.

Step 6 Click Save.

=

WWi-Fi Mame & Fasswarnd !

Umity 7.4 @Hz & 5 GHz
T4 oHz Hetworc [

Jahn_Dus 2 4GHE Hie

Jahn_Doe SGEHE Hige

---End

When completing the configurations, you can connect your wireless devices to any Wi-Fi networks
of the router to access the internet.

5.1.4 Hide the Wi-Fi network

The hidden Wi-Fi networks are invisible to wireless devices, thus improving the security of the
networks.

Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.
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Step 2 Choose Wi-Fi Settings > Wi-Fi Name & Password.
Step 3 Tick Hide of the target network.
Step 4 Click Save.

WiFi Mame & Passearnd X

Lisify 2.4 GHE & & GHE

24 Gz Network [

5 GHE Network .
R Tervis_FSERED 53 F Hide

lon MOdE | WPAVWDAZ-PSK [recommens ¥

---End

When configuration is completed, the corresponding Wi-Fi network name is invisible to wireless
devices.

5.1.5 Connect to a hidden Wi-Fi network

When a Wi-Fi network is hidden, you need to enter the Wi-Fi name manually first and connect to
it.

Assume that the Unify 2.4 GHz & 5 GHz function is enabled and the parameters are:
- Wi-Fi name: Jone_Doe
- Encryption type: WPA/WPA2-PSK (recommended)
- Wi-Fi password: Tenda+Wireless245

If you do not remember the wireless parameters of the Wi-Fi network, log in to the web Ul of the
router and navigate to Wi-Fi Settings > Wi-Fi Name & Password to find them.

Procedures for connecting to the Wi-Fi network on your wireless device (Example: iPhone):

Step 1 Tap Settings on your phone, and choose WLAN.
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Step 2
Step 3
Step 4

Step 5
Step 6

Enable WLAN.
Scroll the Wi-Fi list to the bottom, and tap Other....

Enter the Wi-Fi name and password, which are John_Doe and Tenda+Wireless245 in this
example.

Set security to WPA2/WPA3 (If WPA2/WPA3 is not available, choose WPA2).

Tap Join.
{ Settings WLAN Enier ratwar k indormation
e prnenannan
Cancel Oriher Network : i
-' * &8 . ess=ssssssp
= ¥
) Mame John_Dow
[
=
- Spcusity
& = 0 Paranrd
B
- =
LSy
---End

When completing the configurations, you can connect to the hidden Wi-Fi network to access the

internet.
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5.2 Wi-Fi schedule

5.2.1 Overview

This Wi-Fi Schedule function allows you to disable the Wi-Fi networks of the router at specified
period. By default, this function is disabled.

To access the configuration page, log in to the web Ul of the router, and choose Wi-Fi Settings >
Wi-Fi Schedule.

WieFI Schedulk b 4

of| BADN o Tias o YWed o Thur + Frl Eal

To make the Wi-Fi schedule function work properly, please ensure the system time is synchronized
with the internet time. Refer to Sync the system time with the internet time for configuration.

Parameter description
Parameter Description
Wi-Fi Schedule It is used to enable/disable the Wi-Fi schedule function.
Turn Off During It specifies the period when the Wi-Fi networks are disabled.

In It specifies the day(s) on which the Wi-Fi networks are disabled during the specified period.

5.2.2 An example of configuring Wi-Fi schedule
Assume that you want to disable the Wi-Fi network from 22:00 to 07:00 every day.

Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Wi-Fi Settings > Wi-Fi Schedule.
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Step 3 Enable Wi-Fi Schedule.
Step 4 Set a period for the Wi-Fi networks to be disabled, which is 22:00~07:00 in this example.
Step 5 Set the days when the function works, which is Every Day in this example.

Step 6 Click Save.

Wi-Fi Schaduile b
= or |14 .
Tum T Duweing: | 220 == Q06 »pfd BF v | DO @
N & Evary D Specifed Oay
- T m ¥ Thur Fr Sat
SN

---End

When the configuration is completed, the Wi-Fi networks will be disabled from 20:00 to 7:00 every
day.
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5.3 Wireless repeating

This function is only available under the wireless router mode. Refer to Operating mode to set the
operating mode of the router.

5.3.1 Overview

By configuring the wireless repeating function, you can extend the coverage of the existing Wi-Fi
network.

To access the configuration page, log in to the web Ul of the router, and choose Wi-Fi Settings >
Wireless Repeating.

This function is disabled by default. When it is enabled, the page is shown as below.

e When the wireless repeating function is enabled, some other functions will be unavailable, such
as Wi-Fi schedule, guest network, WPS and IPTV.

e When wireless repeating is enabled, do not connect any device to the WAN port of the router.

Wireless Repaating 5

Repsaling bode @ WISF Cheni A F

Parameter description
Parameter Description
Wireless Repeating It is used to enable/disable the Wireless Repeating function.

Two repeating modes are available:
® WISP mode: Generally used to bridge the hotspot of ISPs.
e Client+AP mode: Able to bridge all kinds of Wi-Fi network.

Repeating Mode
®* When WISP mode is chosen and the LAN IP of the router is at the same network
segment as that of the upstream device, the router will change the LAN IP address to
a different network segment to avoid conflict.

e After the router is set to WISP mode, you are required to access the internet by
referring to the configuring procedures in Access the internet through the WAN port
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Parameter Description
according to the connection type you choose.
It specifies the Wi-Fi name that you want to bridge. If you choose Enter a Wi-Fi name

manually, you are required to enter the Wi-Fi Name, Frequency Band and Encryption
Mode, Encryption Algorithm and Upstream Wi-Fi Password manually.

Upstream Wi-Fi
Name

Upstream Wi-Fi

It specifies the Wi-Fi password of the Wi-Fi name that you want to bridge.
Password

5.3.2 Extend the existing Wi-Fi network

When there is already a router with internet access in your home, you can refer to the
configurations in this part to extend the Wi-Fi network coverage.

Assume that your existing Wi-Fi name and password are:
- Upstream Wi-Fi name: Home_Wi-Fi

- Wi-Fi password: 12345678

Tenda

New router

o

Original router
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Method 1: Set the new router to WISP mode

Configuring procedure:
Step1 Login to the web Ul of the router.

1. Place the new router near the existing router and power it on. Connect your wireless
device to the Wi-Fi network of your new router, or connect a computer to the LAN port of
the new router. Do not connect any device to the WAN port of the new router.

2. Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router. A computer is used for illustration below.

C o tendawifi.com &

If you have finished the quick setup wizard before, skip to Step 2 to proceed with the configuration.

3. Click Start.
Tenda Router
Quick Setup Wizard
4. Click Skip.

Mo SR Cand

5. Do not set login and Wi-Fi password now by ticking No Password, and click Next.
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Wi-F| Settings

= WiF nameior 74 GHx &5 GHp
.
Tenda FSERBD Smian darvecis will dulo-oornect b Tl Beat WF) febeo:

WFI parsowond 0T 8-32 charactian 1" Ho Fasmsond
S e S0 parsee0it wWith e WA-Fi passwond :

|E| Login password of 537 chamtiess = & Mo Passiagng -

6. Click Not Now.

Tips %

Your Wi-Fi network has no password.
To ensure the security of your Wi-Fi network, set a Wi-Fi

password.

Mot Now

Step 2 Set the router to wireless router mode.
1. Choose Advanced Settings > Operating Mode.

2. Click Wireless Router Mode, and click Save.

Operating Mode: ) 3G/4G Router Mode — ® Wireless Router Mode

Save

Step 3 Set the new router to WISP mode.
1. Choose Wi-Fi Settings > Wireless Repeating.
2. Enable Wireless Repeating, and choose WISP.
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3. Click Select to select an existing Wi-Fi network, which is Home_Wi-Fi in this example.

‘Wirelass Repeating

Vitreless Repeatng .
Repealing MoBe: & WISEP 2 Chient+AF

LipesiEam WiF nlame =T - e

Step 4 Enter the Upstream Wi-Fi Password, which is 12345678 in this example.
Step 5 Click Save.

‘Wirglass Repsabng

Warelass Repesing .

REgEaing M. m WESP Cleni+AP
- - Tk -4
pEWEam Wi-FI S Hamea 8-Fi ]
LIS e === k DEmaiiit]l  cersrmee

Step 6 Click OK, and wait for the router to reboot.

tendawifi.com says

Thie rouber must rebont to actbeate pour settings, Do you want to

reboot the roater?
“ r _

Step 7 Login to the web Ul of the router again, navigate to Internet Status to check if the
wireless repeating succeeds.
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2 Intarmeal Status

If the connection between the Upstream router and My router failed, try the following solutions:
e Ensure that you have entered the correct WiFi password of the WiFi, and mind case sensitivity.

e Ensure that My router is within the wireless coverage of the Upstream router.

Step 8 Relocate the new router and power it on by referring to the following suggestions.

- Between the original router and the uncovered area, but within the coverage of the
original router.

- Away from the microwave oven, electromagnetic oven, refrigerator.

- Above the ground with few obstacles.

Do not connect any device to the WAN port of the new router after setting the router to WISP mode.

---End

To access the internet, connect your computer to a LAN port of the new router, or connect your
smart phone to the Wi-Fi network of the new router.

You can find the Wi-Fi name and password on the Wi-Fi Settings > Wi-Fi Name & Password page. If
the network is not encrypted, you can also set a Wi-Fi password on this page for security.
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Wi-Fi Name & Password *

Unify 24 GHz & 5GHz [}
Enable Wi-Fi network .
Wi-Fi Name. | Tenda F5E8BO Hide
Encryption Mode None ¥

Wi-Fi Password

If you cannot access the internet, try the following solutions:
e Ensure that the existing router is connected to the internet successfully.
e Ensure that your wireless devices are connected to the Wi-Fi network of the new router.

e If the computer connected to the router for repeating cannot access the internet, ensure that the
computer is configured to obtain an IP address and DNS sever automatically.

Method 2: Set the new router to Client+AP mode
Configuring procedure:
Step1 Logintothe web Ul of the router.

1. Put the new router near the existing router and power it on. Connect your wireless device
to the Wi-Fi network of your new router, or connect a computer to the LAN port of the
router. Do not connect any device to the WAN port of the new router.

2. Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router. A computer is used for illustration below.

C & tendawifi.com o :

If you have finished the quick setup wizard before, skip to Step 2 to proceed with the configuration.

3. Click Start.
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Tenda

Tenda Router

Quick Setup Wizard

4. Click Skip.

Mo SiM Casd

Piease inser your SIM car

5. Do not set login and Wi-Fi password now, and click Next.

Wi-Fi Setlings

W rewmador 2 0 Gtz B 5 GHE
Eman et Wil aUlT-cennEc b T Be0ar W-FI Rtk

= Tenda_FSESBO
WEF! pessword of 32 characters {9 Ho Pasganid

! Eync e fogin passsord with She WAF) passwond

é Lioiin passwd o 5-32 Chanacless é‘l".-”ﬂ Passamim

6. Click Not Now.
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Tips »

Your Wi-Fi network has no password.
To ensure the security of your Wi-Fi network, set a Wi-Fi

password.

Step 2 Set the router to wireless router mode.
1. Choose Advanced Settings > Operating Mode.

2. Click Wireless Router Mode, and click Save.

Operating Mode: O 3G/4G Router Mode  ® Wireless Router Mode

Save

Step 3 Set the new router to Client+AP mode.

1. Choose Wi-Fi Settings > Wireless Repeating.
2. Enable Wireless Repeating, and choose Client+AP.

3. Click Select to select the existing Wi-Fi network, which is Home_W:i-Fi in this example.

Wiraless Rapaaling

Wilreirss Repeaiing .

R pEatiy hode WISE @ Clienbiap
Upetraam WI-El Mame: | —Spiac— | 5
Hierea

Step 4 Enter the Upstream Wi-Fi Password, which is 12345678 in this example.
Step 5 Click Save.
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Wireless Repsabng

Wirsiess Fapeating -
Repaating kods WEEE & Ol A
jned i ¥ = |
pedream WiF | Mame Hame ‘diFi A ]
e Yl i Pass 1 e

Step 6 Click OK, and wait for the router to reboot.

tendawifi.com says

Iive roular must rebonk to actlvale wour settings. Lo you want te

Step 7 Login to the web Ul of the router again, navigate to Internet Status to check if the
wireless repeating succeeds.

reboot the roater?

2 Internet Status

If the connection between the Upstream router and My router failed, try the following solutions:

e Ensure that you have entered the correct WiFi password of the WiFi, and mind case sensitivity.

e Ensure that My router is within the wireless coverage of the Upstream router.

Step 8 Relocate the new router and power it on by referring to the following suggestions.
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- Between the original router and the uncovered area, but within the coverage of the
original router.

- Away from the microwave oven, electromagnetic oven, refrigerator.

- Above the ground with few obstacles.

After the new router is set to Client+AP mode:
e Do not connect any device to the WAN port of the new router.

e The LAN IP address of the router will change. Please log in to the web Ul of the router by visiting
tendawifi.com. If there is another network device with the same login domain name
(tendawifi.com) with the router, log in to the upstream router and find the IP address obtained by
the new router in the client list. Then you can log in to the web Ul of the router by visiting the IP
address.

---End

To access the internet, connect your computer to the LAN port of the new router, or connect your
smart phone to the Wi-Fi network of the new router.

You can find the Wi-Fi name and password on the Wi-Fi Settings > Wi-Fi Name & Password page. If
the network is not encrypted, you can also set a Wi-Fi password on this page for security.

Wi-Fi Name & Password x

Unify 24 GHz & 5GHz [}
Enable Wi-Fi network .
Wi-Fi Name. | Tenda_F5E8B0 Hide
Encryption Mode None X

Wi-Fi Password

If you cannot access the internet, try the following solutions:
e Ensure that the existing router is connected to the internet successfully.
e Ensure that your wireless devices are connected to the Wi-Fi network of the new router.

e If the computer connected to the router cannot access the internet, ensure that the computer is
configured to obtain an IP address and DNS sever automatically.
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5.4 Channel & bandwidth

In this section, you can change network mode, wireless channel, and wireless bandwidth of 2.4
GHz and 5 GHz Wi-Fi networks.

To access the configuration page, log in to the web Ul of the router, and choose Wi-Fi Settings >
Channel & Bandwidth.

In order not to influence the wireless performance, it is recommended to maintain the default settings
on this page without professional instructions.

Channel & Bandwidih ;i

2 4 GHx Metwork

Zhi Z 11| ¥
wedoih Hlian i
% GHZ Metwork
PRI R MACIE fiaimiac mned T
t.h 113 T
b | T Anlyital P

Parameter description
Parameter Description

It specifies various protocols adopted for wireless transmission.
2.4 GHz Wi-Fi network supports 11n, 11b/g mixed and 11b/g/n mixed modes.

® 11n: It indicates that devices compliant with IEEE 802.11n protocol can connect to the 2.4 GHz

Wi-Fi network of the router.
Network

Mode ® 11b/g mixed: It indicates that devices compliant with IEEE 802.11b or IEEE 802.11g protocol

can connect to the 2.4 GHz Wi-Fi network of the router.

* 11b/g/n mixed: It indicates that all devices can connect to the router if they are compliant with
IEEE 802.11b or IEEE 802.11g protocol, or work at 2.4 GHz with IEEE 802.11n protocol
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Parameter

Wi-Fi
Channel

Wi-Fi
Bandwidth

Description

5 GHz Wi-Fi network supports 11ac, 11a/n/ac mixed modes.
® 11ac: It indicates that devices complaint with IEEE 802.11ac protocol can connect to the router.

® 11a/n/ac mixed: It indicates that all devices that are compliant with IEEE 802.11a or IEEE
802.11ac protocol, or work at 5 GHz with IEEE 802.11n protocol can connect to the router.

It specifies the channel in which the Wi-Fi network works.

By default, the wireless channel is Auto, which indicates that the router selects a channel for the
Wi-Fi network automatically. You are recommended to choose a channel with less interference
for better wireless transmission efficiency. You can use a third-party tool to scan the Wi-Fi signals
nearby to understand the channel usage situations.

It specifies the bandwidth of the wireless channel of a Wi-Fi network. Please change the default
settings only when necessary.

® 20: It indicates that the channel bandwidth used by the router is 20 MHz.
® 40: It indicates that the channel bandwidth used by the router is 40 MHz.

® 20/40: It specifies that a router can switch its channel bandwidth between 20 MHz and 40 MHz
based on the ambient environment. This option is available only at 2.4 GHz.

® 80: It indicates that the channel bandwidth used by the router is 80 MHz. This option is
available only at 5 GHz.

® 20/40/80: It specifies that a router can switch its channel bandwidth among 20 MHz, 40 MHz,
and 80 MHz based on the ambient environment. This option is available only at 5 GHz.
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5.5 Transmit power

In this module, you can adjust the wall-penetration capability and wireless coverage of the router
by setting the transmit power.

To access the configuration page, log in to the web Ul of the router, and choose Wi-Fi Settings >
Transmit Power.

Transmit Power !
L e sanad SIrengEl -—-——____———-l---‘--
el Medrm & Hagh
% GHE SONE SHEMEE = e - I————T )
L i = Higl

Parameter Description

It specifies the mode of signal strength. The default mode is High.

® High: It is typically used to meet wireless coverage requirements in large or multi-barrier
environments.

® Medium: It is typically used to meet wireless coverage requirements in medium-area or
less-obstacle environments.

Signal Strength . . . . . .
® Low: It is typically used to meet wireless coverage requirements in small area or barrier-

free environments.

It is recommended to choose the Low mode if the network experience is satisfactory
enough under this mode.
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5.6 WPS

5.6.1 Overview

The WPS function enables wireless devices, such as smartphones, to connect to Wi-Fi networks of
the router quickly and easily.

To access the configuration page, log in to the web Ul of the router, and choose Wi-Fi Settings >
WPS.

This function is only applicable to WPS-enabled wireless devices.

5.6.2 Connect devices to the Wi-Fi network using the WPS
button

Configuring procedure:

Step 1 Find the RST/WPS button on the rear panel of the router, and hold it down for 1 to 3
seconds. The Wi-Fi indicator blinks slow.

Step 2 Configure the WPS function on your wireless devices within 2 minutes. Configurations on
various devices may differ (Example: HUAWEI P10).

1. Find Settings on the phone.
2. Choose WLAN.
3. Tap :, and choose WLAN settings.

< Wireless & networks Q € WIAN

Alrplane mode WLAN P AN
WLAN WLAN Direct
.l N selUnos

Mobik network

Tethering & portable hotspot

Oual SIM settngs

n.lfiz.:..n)n

VPN

Privine DNS
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4. Choose WPS connection.

& WLAN settings

WLAM security check

Chech 1he sacinty ol ponnechiss WLAN .:‘J
iefwacrin, mod weokd cormecng (o knorem

nefwaren Herl poan accuiiy foke

Eaved metworks
Insstall certificatas
WAL addess

IP addess

WP COMKESTIDN
WPE cannectian

'WPE PN conneciion }

—End

Wait a moment until the WPS negotiation is completed, and the phone is connected to the Wi-Fi
network.

WPS connection

Press the WLAN Protected Setup button on
your router. It may be called "WPS” or comain
1F¥s symbol;

—
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5.6.3 Connect devices to the Wi-Fi network through the web Ul
of the router

Configuring procedure:

Step 1

Step 2
Step 3

Step 4

Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Choose Wi-Fi Settings > WPS.
Click Click Here below Method 1.

Wes w
.“EU:GE 1. -------------
Fras e WPE tafmen on tha fouler ok __.____'_:_!__Ell'- fi. praEs e YWES buthon on 3w
doralais naladok sdapber wibin 2 rdndlas
Wetiveg I
=rliar s pan & TGCSteT

Configure the WPS function on your wireless devices within 2 minutes. Configurations on
various devices may differ (Example: HUAWEI P10).

Find WLAN settings on the phone.
Tap :, and choose WLAN settings.

& Wireless & networks Q € WLAN

Alrplsne mode WLAN WLAN+
EWLAN: WLAN Direct
Mobile netwark $ WLAN settings

Tethering & portable hotspot

Dual SIM settngs

Oato usagqe

VPN

Private ONS
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3. Choose WPS connection.

£ WLAN settings:

WLAN security check

Chech 1he sacunity nf connechies WLAKN .:‘J
e, mnd waced cormertng fo known

ripfwcren Il poae accuiily feks

Saved networks
Ingvall ceraficaes
PAL nddiess

IP addess

WP DORHEBCTIDN
WPS connection

WPE PN connection 3

---End

Wait a moment until the WPS negotiation is completed, and the phone is connected to the Wi-Fi
network.

WPS connection

Press the WLAN Protected Setup button an
your rauter It may be called "WPS' or comain
s symbol.
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5.6.4 Connect devices to the Wi-Fi network using the PIN code
of the router

The router only supports WPS connection by entering the PIN code on wireless devices, which is
usually used on Wi-Fi network adapters. Please refer to the user guide of the Wi-Fi network adapter
for configuration details.

Configuring procedure:

Step 1 Find the PIN code of the router by logging in to the web Ul of the router, and navigate to
Wi-Fi Settings > WPS. The PIN code is shown under Method 2.

Wkts x
it
WELoE 1!
ey s e WPE beifmodt on 1he falisr-ai Hing, Thedi. prass tha YWES buthon of 3
et noladrk sdaptsr wikin 2 mdnulas
editogd 2.

liar e pan an Teledia

Step 2 Enter the PIN code on the wireless device that supports WPS connection using the PIN
code.

—End

Wait a moment until the WPS negotiation is completed, and the wireless device is connected to
the Wi-Fi network.
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5.7 Beamforming+

Beamforming+ is a radio wave technology written into IEEE 802.11ac standard. Traditionally, the
router broadcasts the data in all directions when broadcasting a Wi-Fi signal. With beamforming,
the router transmits radio signal in the direction of the client, thus creating a stronger, faster and
more reliable wireless communication. This function is enabled by default.

To access the configuration page, log in to the web Ul of the router, and choose Wi-Fi Settings >
Beamforming+.

Eeamforming+ #

A Srartar Wi-F Coverage Iechnology

The following figure shows the wireless transmission when Beamforming+ is enabled.
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The following figure shows the wireless transmission when Beamforming+ is disabled.
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5.8 AP mode

This function is only available under the wireless router mode. Refer to Operating mode to set the
operating mode of the router.

When you have a smart home gateway which only provides wired internet access, you can set the
router to work in AP mode to provide wireless coverage.

When the router is set to AP mode:
e Every physical port can be used as a LAN port.

e The LAN IP address of the router will be changed. Please log in to web Ul of the router by visiting
tendawifi.com.

e Functions, such as bandwidth control and virtual server, will be unavailable. Refer to the web Ul for
available functions.

Configuring procedure:

Step 1 Power on the router. Connect a computer to the LAN port of the router, or connect your
smart phone to the Wi-Fi network of the router.

2

I:_l » &

If you have finished the quick setup wizard before, start a web browser and visit tendawifi.com and
skip to Step 2 to proceed with the configuration.

Step 2 Login to the web Ul of the router.

1. Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router. A computer is used for illustration below.

c tendawifi.com e :
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2. Click Start.

Tenda

Tenda Router

Quick Setup Wizard
Saarn
3. Click Skip.
Ma S Cafd

Hizaee meetl your S84 card

4. Do not set login and Wi-Fi password now by ticking No Password, and click Next.
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Wi-F| Settings

B W nametor 24 GHz &S GHE
Tenda _FSESBO Amaan s will did-0snnEct [ Tl Benar WiFi A

Wi-Fi pasoword of 332 chamactarns  § # No Fassaorm

S s S0 P el Wt e WA-F paes weorel:

() L0gin essvns 1537 chiracles - § ¥ No Pasewor

5. Click Not Now.

Tips b4

Your Wi-Fi network has no password.
To ensure the security of your Wi-Fi network, set a Wi-Fi

password.

Set ‘ Mot Now ‘

Step 3 Set the router to AP mode.
1. Navigate to Wi-Fi Settings > AP Mode.
2. Enable AP Mode.
3. Click Save.
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AP bade X

mads g mamet Safingz VPN Paresfal Crndol, Bandseste Contrsl and Vickua! Sarsar

Step 4 Click OK, and wait for the router to reboot.

tendawifi.com says
e rouler must rebont to actlvate wour settings. Do you want Lo

reboot the roater?

(4] Cania

Step 5 Connect the upstream device, such as a gateway, to any port of the router.

(7 N

L)

]
= Eaage’

W

Smart gateway T ¥ D
Ethernet cable —J LEthernet cable ————..

TG

i
iG]

---End

Log in to the web Ul of the router again, and navigate to Internet Status to check if the AP mode is
configured successfully.
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&2 Internet Status

If there is another network device with the same login domain name (tendawifi.com) with the router,
log in to the upstream router and find the IP address obtained by the new router in the client list.
Then you can log in to the web Ul of the router by visiting the IP address.

To access the internet, connect your computer to physical port, or connect your smart phone to
the Wi-Fi network.

You can find the Wi-Fi name and password on the Wi-Fi Settings > Wi-Fi Name & Password page. If
the network is not encrypted, you can also set a Wi-Fi password on this page for security.

Wi-Fi Name & Password X

Unify 24 GHz & 5GHz [}
Enable Wi-Fi network [l
Wi-Fi Name: | Tenda_FSE8BO Hide
Encryption Mode None 1

Wi-Fi Password
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If you cannot access the internet, try the following solutions:
e Ensure that the existing router is connected to the internet successfully.
e Ensure that your wireless devices are connected to the correct Wi-Fi network of the new router.

e If the computer connected to the router cannot access the internet, ensure that the computer is
configured to obtain an IP address and DNS sever automatically.
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5.9 Anti-interference

The router supports anti-interference function. When you are experiencing unsatisfactory internet
access, you can try to change the anti-interference settings to improve it.

To access the configuration page, log in to the web Ul of the router, and choose Wi-Fi Settings >
Anti-interference.

The default setting is Auto.

Anti-interference -

Ani=miere Eom Ailo Enable DAl

- Auto: It indicates that the router will automatically adjust the receiving sensitivity
according to the interference of the current environment. It is recommended to keep
Auto.

- Enable: It indicates that the anti-interference ability of the router improves, but the
Wi-Fi network coverage is reduced.

- Disable: It indicates that the wireless coverage of the router is improved. If the
wireless interference in the environment is strong, it is recommended to select Auto
or Enable.
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SMS (3G/4G router mode)

This function is only available under the 3G/4G router mode. Refer to Operating mode to set the
operating mode of the router.

6.1 Manage SMS messages

This router supports sending, receiving, and deleting SMS messages in the web Ul of the router.

To access the page, log in to the web Ul of the router, and choose SMS > Messages.

kessapas =

173 2EN 2VONRE 13T

6.1.1 Send SMS messages

Send SMS messages to a new phone number

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose SMS > Messages.
Step 3 Click New Message.
Step 4 Enter the phone number in the Send To column.

Step 5 Enter the message content in the Message column at the bottom.

M Messagas 4
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Step 6 Click Send at the bottom right corner.
---End

Send messages to an existing phone number

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose SMS > Messages.
Step 3 Click the targeted phone number.

Wessapges "

oarsl 2 20/ DRIL 13T

Step 4 Enter the message content in the Message column at the bottom.

Step 5 Click Send.

i I e 2281 W

Hedia

e |

——End

After the messages are sent, you can view them on the same page.
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6.1.2 Delete SMS messages

Delete all messages of the same phone numbers

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose SMS > Messages.
Step 3 Click Edit on the top right corner.

essages iy
..... c .....
1:'.3 2281 0228 1350 38
17T B2 T e
-

Step 4 Select one or more phone number to be deleted.

Step 5 Click (click Done to cancel).

Messagas »

—End

Delete certain messages of the same phone number

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose SMS > Messages.
Step 3 Click the targeted phone number.

B ssmgas b4
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Step 4 Click Edit.

& Frem: 173 2381

1]

Step 5 Select the messages to be deleted.

Step 6 Click (click Done to cancel).

+  From 173 281

] faln
] Sum
---End
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6.2 Set the message center number

Message center is the short message server for SMS messages. You will be unable to send SMS
messages with a wrong message center number.

The router can automatically detect the message center number after you insert a SIM card. If you
have problems in sending SMS messages, you are recommended to inquire your ISP for the
message center number and change it in the web Ul of the router if it is wrong.

Configuring procedure:

Step 1

Step 2
Step 3
Step 4
Step 5

Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Choose SMS > Message Center.
Enable Message Center.

Enter the correct Message Center Number.

Click Save.
fMaszseges Sothngs a
[
Mezsama Ci T e +BE&1 2010388800
---End

Contact your ISP for correct message center number.
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6.3 Inquire information by sending USSD commands

With USSD function, you can inquire specific information or perform specific operations by send a
special code or command to your ISP.

Such codes or commands are predetermined. You can contact your ISP to find those codes or
commands.

Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose SMS > USSD.
Step 3 Enter a USSD CMD, such as *108#.
Step4 Click Send.

1550

---End

Wait a moment, you will get the desired information you want in the USSD Read box.
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7/ Guest network

7.1 Overview

In this module, you can enable/disable the guest network function and change the Wi-Fi name and
password of the guest network.

A guest network can be set up with a shared bandwidth limit for visitors to access the internet, and
isolated from the main network. It protects the security of the main network and ensures the
bandwidth of your main network.

To access the configuration page, log in to the web Ul of the router and navigate to the Guest
Network. This function is disabled by default.

@ Guest Metwork

2.4 GHZ YW1 Mam Tenoa ViF
GHT YWHFT han Tenca WiP_SG
i Fehaork r all I [
Wiay & haurs "
e chekdih for S imied o

Parameter description

Parameter

Guest Network

2.4 GHz Wi-Fi
Name

5 GHz Wi-Fi
Name

Guest Network
Password

Description
It is used to enable or disable the guest network function.

It specifies the Wi-Fi name of the router’s guest network. By default, Tenda_VIP is for the
2.4 GHz Wi-Fi network and Tenda_VIP_5G for the 5 GHz Wi-Fi network.

You can change the SSIDs (Wi-Fi names) as required. To distinguish the guest network

from the main network, you are recommended to set different Wi-Fi network names.

It specifies the password for the router’s two guest networks.
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Parameter

Validity

Shared
Bandwidth for
Guests

Description

It specifies the validity of the guest networks. The guest network function will be disabled
automatically out of the validity period.

It allows you to specify the maximum upload and download speed for all devices
connected to the guest networks. By default, the bandwidth is not limited.
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7.2 An example of configuring the guest network

Scenario: A group of friends are going to visit your home and stay for about 8 hours.

Goal: Prevent the use of Wi-Fi network by guests from affecting the network speed of your
computer for work purposes.

Solution: You can configure the guest network function and let your guests to use the guest
networks.

Assume that the parameters you are going to set for the guest Wi-Fi network:
- Wi-Fi names for 2.4 GHz and 5 GHz networks: John_Doe and John_Doe_5G.
- Wi-Fi password for 2.4 GHz and 5 GHz networks: 12345678.
- The shared bandwidth for guests: 2 Mbps.

Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Guest Network.

Step 3 Enable the Guest Network.

Step 4 Set the 2.4 GHz Wi-Fi Name, which is John_Doe in this example.

Step 5 Set the 5 GHz Wi-Fi Name, which is John_Doe_5G in this example.

Step 6 Set the Guest Network Password, which is 12345678 in this example.

Step 7 Select a validity time from the Validity drop-down box, which is 8 hours in this example.

Step 8 Set the bandwidth in the Shared Bandwidth for Guests drop-down box, which is 2 in this
example.

Step 9 Click Save.

i Guas! Melwork

---End
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During the 8 hours after the configuration, guests can connect their wireless devices, such as
smartphones, to John_Doe or John_Doe_5G to access the internet and enjoy the shared
bandwidth of 2 Mbps.
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n Parental control

8.1 Overview

On the parental control page, you can view the information of online devices and configure their
internet access options.

To access the configuration page, log in to the web Ul of the router, and navigate to the Parental

Control page.

& FParental Control
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Parameter description
Parameter
Device Name
MAC Address

Uptime

Operation

+New

Description

It specifies the name of the online device.

It specifies the MAC address of the online device.
It specifies the online duration of the device.

Click # to configure the parental control rule for the device.

After you have configured the parental control rule for the device, there should be a
or () button, which is used to enable or disable the configured rule.

Click +New to add parental control rules for devices that are not connected to the
router at the time.
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8.2 Configure the parental control rule

Click
here.

Parental Condrol

Parameter

Device Name

MAC Address
Internet Accessible At
In

Website Access Limit

Access Control Mode

or +New to edit or add a parental control rule. The +New button is used for illustration
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Description

It specifies the name of the device that the parental control rule applies to.

It specifies the MAC address of the device that the parental control rule applies to.
It specifies the period during which the device can access the internet.

It specifies the days when the rule takes effect.

It is used to enable or disable the website access limit function.

When the website access limit function is enabled, there are two access control
modes available.

¢ Blacklist: The device is blocked from accessing the websites specified in the rule
during the specified period, but can access other websites. The device cannot
access the internet at all out of the specified period.

® Whitelist: The device can access the websites specified in the rule during the
specified period, but cannot access other websites. The device cannot access the
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Parameter Description

internet at all out of the specified period.

Blocked Websites It specifies the websites that the device is blocked from accessing or allowed to

Unblocked Websites access during the specified period.

8.3 An example of adding parental control rules

Scenario: The final exam for your daughter is approaching and you want to configure her internet
access through the router.

Goal: Websites, such as facebook, twitter, youtube and Instagram, are inaccessible during 8:00 to
22:00 on weekends using the computer in her room, and no internet access is available from 22:00
to 8:00.

Solution: You can configure the parental control function to reach the goal.
Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose Parental Control.

Step 3 Choose the device to which the rule applies, and click

If the device to which the rule applies is not online at the time, you can click +New to add a parental
control rule for the device.

= Farental Cantrol

Step 4 Specify the period when the target websites cannot be accessed, which is 8:00 ~ 22:00 in
this example.

Step 5 Choose Specified Day, and tick the days when the rule is applied, which are Sun. and Sat.
in this example.

Step 6 Enable Website Access Limit.
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Step 7 Choose Blacklist.

Step 8 Set Blocked Websites, which is facebook,twitter,youtube,instagram.

Step 9 Click Save.

Parental Controd
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---End
After the configuration is completed, your daughter can access any websites except for facebook,

twitter, youtube and instagram from 8:00 to 22:00 on weekends, and she cannot access the

internet at all between 22:00 to 8:00.
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A VPN (Virtual Private Network) is a private network built on a public network (usually the
Internet). This private network exists only logically and has no actual physical lines. VPN technology
is widely used in corporate networks to share resources between corporate branches and
headquarters, while ensuring that these resources are not exposed to other users on the internet.

The typology of a VPN network is shown below.
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9.1 PPTP server

9.1.1 Overview

This series of routers can function as a PPTP server and accept connections from PPTP clients.

To access the configuration page, log in to the web Ul of the router and choose VPN > PPTP Server.
This function is disabled by default. When it is enabled, the page is shown as below.

PPTP Seaval »

* drrkess Fool 10000 100 ~10L.0.0. 200

User Mama Passsand Canrsclkon Slakis Dipseaion

sy

85



Parameter description

Parameter

PPTP Server

IP Address Pool

MPPE Encryption

User Name
Password

Connection Status

Operation

9.1.2 Enable

Description

It is used to enable or disabled the PPTP server.

When it is enabled, the router functions as a PPTP server, which can accept the
connections from PPTP clients.

It specifies the range of IP address range within which the PPTP server can assign to
PPTP clients. It is recommended to keep the default settings.

It is used to enable or disable 128-bit data encryption. The encryption settings should be
the same between the PPTP server and PPTP clients. Otherwise, the communication
cannot be achieved normally.

It specifies the VPN user name and password, which the VPN user needs to enter when
making PPTP dial-ups (VPN connections).

It specifies the connection status of the VPN connection.

The available operations include:

° +New ||t is used to add new PPTP user accounts.
° : It is used to disable the PPTP user account.
° : It is used to enable the PPTP user account.

® T3 : Itis used to delete the PPTP user account.

internet users to access resources of the LAN

Scenario: You have set up an FTP server within the LAN of the router.

Goal: Open the FTP

server to internet users and enable them to access the resources of the FTP

server from the internet.

Solution: You can configure the PPTP server function to reach the goal. Assume that:

- The user name and password that the PPTP server assigns to the client are both
adminl.

- The WAN IP address of router is 113.88.112.220.

- ThelP

address of the FTP server is 192.168.0.136.

- The FTP server port is 21.

- The FTP login user name and password are both: JohnDoe.

Please ensure the WAN IP address of router is a public network. This function may not work on a host
with an IP address of a private network. Common IPv4 addresses are classified into class A, class B and
class C. Private IP addresses of class A range from 10.0.0.0 to 10.255.255.255; Private IP addresses of

class B range

from 172.16.0.0-172.31.255.255; Private IP addresses of class C range from 192.168.0.0-

192.168.255.255.
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Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Enable the PPTP server function.
1. Choose VPN > PPTP Server.
2. Enable the PPTP Server.

3. Enable the MPPE Encryption, which means that the encryption digit remains the default
value “128".

4. Click Save.
Step 3 Add PPTP user name and password.

1. Set the User Name and Password of the PPTP server, which are adminl in this example.

2. Click +New.
PETP Sanser o
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---End

When completing the configurations, internet users can access the FTP server by following these
steps:

Step 1 Click the E icon at the bottom right corner on the desktop, and then click Network
settings.
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Step 2 Choose VPN on the left side, and click Add a VPN connection.
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Step 3 Configure the VPN parameters.

Enter a connection name, such as VPN connection.

Enter the server address, which is 113.88.112.220 in this example.

Select a VPN type, which is Point to Point Tunneling Protocol (PPTP) in this example.
Select a type of sign-in info, which is User name and password in this example.
Enter the user name and password, which are both adminl in this example.

Click Save.
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Step 4 Target the VPN connection added, and click Connect.
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Step 5 Click the ! icon on the desktop, and enter the address in the address bar to access the
FTP server, which is ftp://192.168.0.136:21 in this example.
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Step 6 Enter the user name and password for logging in to the FTP server, which are both
JohnDoe in this example, and click Log On.

o Either the server does not allow anonymous logins or the e-mail address was not
3 accepted,

FTF server: 192.168.0,136 L}

User name: | b |

Password; | |

After you log on, you can add this server to your Favorites and return tao it easily,

& FTP does not encrypt or encode passwords or data before sending them to the
server. To protect the security of your passwords and data, use WebDAV instead.

[Log on anonymously [save password

Log On Cancel

---End

By performing the steps above, you can access the resources on the FTP server.
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9.2 Online PPTP users

When the PPTP server function is enabled, you can view the detailed information of VPN clients
that establish connections with the PPTP server.

To access the configuration page, log in to the web Ul of the router and choose VPN > Online PPTP
Users.

LEsar Hams Ciial-Im P i eay Azsigned 1P Address Ugdirm e

Parameter description
Parameter Description

It specifies the VPN user name, which the VPN user uses when making PPTP dial-ups

N
User Name (VPN connection).

It specifies the IP address of the PPTP client.
Dial-In IP Address |t the client is a router, it will be the IP address of the WAN port whose VPN function is

enabled.
Assigned IP
SSIghe It specifies the IP address that the PPTP server assigns to the client.
Address
Uptime It specifies the online time since the VPN connection succeeds.
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9.3 PPTP/L2TP client

9.3.1 Overview
This router can function as a PPTP/L2TP client and connect to PPTP/L2TP servers.

The PPTP/L2TP client function is disabled by default. When it is enabled, the page is show as
below.

PETPIL2TP Chent »
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Parameter description
Parameter Description
PPTP/L2TP Client It is used to enable or disable the PPTP/L2TP client function.

It specifies the client type that the router serves as, either PPTP or L2TP.
Client Type ® PPTP: When the router is connecting to a PPTP server, choose this option.

® L2TP: When the router is connecting to a L2TP server, choose this option.

It specifies the IP address or domain name of the PPTP/L2TP server that the router

Server IP )

Adc;Iress/Domain connects to. Generally, when a router serves as the PPTP/L2TP server at the peer side,

Name the domain name or IP address should be that of the WAN port whose PPTP/L2TP server
function is enabled.

User Name It specifies the user name and password that the PPTP/L2TP server assigns to the

Password PPTP/L2TP clients.

Status It specifies the connection status of the VPN connection.
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9.3.2 Access VPN resources with the router

Scenario: You have subscribed the PPTP VPN service when purchasing the broadband service from
your ISP.

Goal: Access the VPN resources of your ISP.
Solution: You can configure the PPTP/L2TP client function to reach the goal. Assume that:
- The IP address of the PPTP server is 113.88.112.220.
- The user name and password assigned by the PPTP server are both admin1.
Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose VPN > PPTP/L2TP Client.

Step 3 Enable the PPTP/L2TP Client

Step 4 Choose PPTP as the client type.

Step 5 Enter the Server IP Address/Domain Name, which is 113.88.112.220 in this example.
Step 6 Enter the User Name and Password, which are both admin1l in this example.

Step 7 Click Connect.
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---End

When Connected is shown in Status, you can access the VPN resources of your ISP.
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10 BRI (wireless router mode)

L

This function is only available under the wireless router mode. Refer to Operating mode to set the
operating mode of the router.

This router supports IPv4 and IPv6 dual stack protocols. In the IPv6 part, you can:

- Connect to the IPv6 network of ISPs

- Configure the IPv6 tunnel and achieve communications between IPv6 islands

- Change IPv6 LAN settings

10.1 IPve WAN settings

10.1.1 Connect to the IPv6 network of ISPs

The router can access the IPv6 network of ISPs through three connection types. Choose the
connection type by referring to the following chart.

Scenario Connection Type

® The ISP does not provide any PPPoEv6 user name and password.
® The ISP does not provide information about IPv6 address. DHCPv6

® You have a router that can access IPv6 network.
IPv6 service is included in the PPPoE user name and password. PPPoOEV6

The ISP provides you with a set of information including IPv6 address, subnet mask,

icIP
default gateway and DNS server, etc. Static IPv6 address

.1
Before configuring the IPv6 function, please ensure that you are within the coverage of IPv6 network
and already subscribe the IPv6 internet service. Contact your ISP for any doubt about it.

DHCPv6

DHCPv6 enables the router to obtain IPv6 address from DHCPv6 server to access the internet,
which is applicable in the following scenarios.

- The ISP does not provide any PPPoEv6 user name and password.
- The ISP does not provide information about IPv6 address.

- You have a router that can access IPv6 network.

94



D)
)

&

= Eampe

Smart gateway .f;

Ethernet cable ——————

Ethernet cable

R
Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose IPv6.

Step 3 Enable the IPv6 function.

Step 4 Set the connection type to DHCPv6.
Step 5 Click Save.
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---End
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Parameter description
Parameter Description

When the option is selected, the LAN port of router obtains IPv6 prefix from its

upstream device.
Obtain IPv6 Prefix

Delegation It is recommended to keep the default setting (Selected). If the LAN port cannot obtain

the PD prefix, it is because the upstream device does not support PD prefix delivery.
Contact your ISP to solve this problem.

IPv6 network test:

Start a web browser on a phone or a computer that is connected to the router, and visit test-
ipve.com. The website will test your IPv6 connection status.

When “You have IPv6” is shown on the page, it indicates that the configuration succeeds and you
can access IPv6 services.
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If the IPv6 network test fails, try the following solutions:

- Navigate to the System Settings > System Status, and move to the IPv6 Status part.
Ensure that the IPv6 WAN address is a global unicast address.

- Ensure that devices connected to router obtain their IPv6 address through DHCPv6.

- Consult your ISP for help.
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PPPoEv6

Overview

If your ISP provides you with the PPPoE user name and password with IPv6 service, you can choose
PPPoOEV6 to access the internet.

Log in to the web Ul of the router, and navigate to the IPv6. When the connection type is set to
PPPoOEV6, the page is shown as below.

IPvE
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Parameter description
Parameter Description

PPPOE Username It specifies the PPPoE user name and password provided by your ISP.

PPPoE Password IPv4 and IPv6 services share the same PPPoE account.
When the option is selected, the LAN port of router obtains IPv6 prefix from its

upstream device.
Obtain IPv6 Prefix

Delegation It is recommended to keep the default setting (Selected). If the LAN port cannot obtain

the PD prefix, it is because the upstream device does not support PD prefix delivery.
Contact your ISP to solve this problem.
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Access the internet through PPPoEv6

If the PPPoE account provided by your ISP includes IPv6 service, you can choose PPPoEV6 to access
the IPv6 service. The application scenario is shown as below.
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Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose IPv6.

Step 3 Enable the IPv6 function.

Step 4 Set the connection type to PPPOEV6.

Step 5 Enter the PPPoE Username and PPPoE Password.
Step 6 Click Save.
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---End
IPv6 network test:

Start a web browser on a phone or a computer that is connected to the router, and visit test-
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ipve.com. The website will test your IPv6 connection status.

When “You have IPv6” is shown on the page, it indicates that the configurations succeed and you
can access IPv6 services.
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If the IPv6 network test fails, try the following solutions:

- Navigate to the System Settings > System Status, and move to the IPv6 Status part.
Ensure that the IPv6 WAN address is a global unicast address.

- Ensure that devices connected to router obtain their IPv6 address through DHCPv6.

— Consult your ISP for help.
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Static IPv6 Address

Overview

When your ISP provides you with information including IPv6 address, subnet mask, default
gateway and DNS server, you can choose this connection type to access the internet with IPv6.

Log in to the web Ul of the router, and navigate to the IPv6. When the connection type is set to
Static IPv6 Address, the page is shown as below.

% |Pvé

IFvE WAN Zettings

Parameter description
Parameter
IPv6 Address
Default IPv6 Gateway
Primary IPv6 DNS

Secondary IPv6 DNS

annaClion Ty Siatic |PvE Ardiess "

Description

It specifies the fixed IP address information provided by your ISP.

If your ISP only provides one DNS address, leave the secondary IPv6 DNS blank.

Access the internet through PPPoEv6

Configuring procedure:

Step 1 Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router.

Step 2 Choose IPv6.

Step 3 Enable the IPv6 function.

Step 4 Set the connection type to Static IPv6 Address.

Step 5 Enter the required parameters under IPv6 WAN settings.

Step 6 Click Save.
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IPv6 network test:
Start a web browser on a phone or a computer that is connected to the router, and visit test-

ipv6.com. The website will test your IPv6 connection status.
When “You have IPv6” is shown on the page, it indicates that the configurations succeed and you

can access IPv6 services.

Iefi s [Pl M =
Test your IPvE connectivity. g
T P il D

iy | Trermm el | Cmdas | e

ﬂ frar [P accwen. mn e pebi iniemel appeam in b 113104 TR0
(P T SCERCHE hio ] Jnunng Siresii

ﬂ' " o (Frafl mena on e potiic | narmel Bppean i be 4l by oiie SO e il edis ol
p S H TR AT e i RS T PR LA K CHREWTT G oo ardres Siverossn B e

u ﬂ_ et sy i | PRalls, s s INanLanling 3 1t L Sh0aa. el el sy oo Pca o s P sy

N
L Tour s b nosl workang Ped scchem - bl 8 svording asbg 1T concornes st Ll

I W Tl ks L W sl o e SR o R I o g el i EPR gl WP ey pota s o prokcod nagt bl

ﬂ TEP gt o ey arvistie 1o ke sl

:‘-\,_:r‘_ raw DFls server ooy nn oy mar BOP| speses s Pl e soses
1DI|I'11:| By DR TRy Sl e ek ey L el o el 0 0 Pl oy

-

If the IPv6 network test fails, try the following solutions:
Ensure that you have entered the correct WAN IPv6 address.

Ensure that devices connected to router obtain their IPv6 address through DHCPv6.

- Consult your ISP for help.
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10.1.2 IPv6 tunnel

Overview

IPv6 transition mechanism

Before the IPv6 network is widely deployed, IPv6 stations are like isolated islands. Therefore, the
dual stack and tunneling technologies are developed to achieve the communications between IPv6
islands.

m Dual stack technology

With the dual stack technology, nodes within the network support both IPv4 and IPv6
protocol stack. The source node selects different protocol stacks according to the different
destination nodes, and the network device selects different protocol stacks for processing
and forwarding according to the protocol type of the message. The dual-stack technology can
realize the coexistence of IPv4 and IPv6 networks, but it cannot solve the problem of
interoperability between IPv4 and IPv6 networks, nor can it solve the problem of IPv4
address exhaustion.
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L Tunneling technology

Tunneling technology is a technology for network transmission by encapsulating one IP
protocol data packet in another IP protocol data packet, including data encapsulation,
transmission, and decapsulation. IPv6 tunnel technology encapsulates IPv6 packets as data in
IPv4 packets and communicates across IPv4 networks. With tunneling technology, you do not
need to upgrade all devices to dual stacks. You only need the border devices of IPv4 / IPv6
networks to implement dual stack and tunnel functions.
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Manual and automatic tunnels

Generally, a tunnel consists of three parts: the tunnel start node, which encapsulates IPv6 packets;
the tunnel end point, which decapsulates IPv6 packets; the tunnel, which is actually an IPv4 path,
starts the encapsulated IPv6 packets from the tunnel. The node is transported to the end of the
tunnel.

When the tunnel start node encapsulates an IPv6 packet in an IPv4 packet, it must determine the
source and destination addresses of IPv4. The source address is the IPv4 address of the start node
of the tunnel, and the destination address is the IPv4 address of the end of the tunnel.

Tunnels can be divided into manual tunnels and automatic tunnels based on how the tunnel end
address is obtained.

m Manual tunnel

The network boundary device cannot automatically obtain the IPv4 address of the tunnel
endpoint. You need to manually configure the IPv4 address of the tunnel endpoint so that
the packets can be sent to the tunnel endpoint correctly. It is usually used in the tunnel
between routers.

u Automatic tunnel

Network border devices can automatically obtain the IPv4 address of the tunnel endpoint,
without the need to manually configure the IPv4 address of the endpoint. In general, the
IPv6 addresses at both ends of the tunnel are in the form of special IPv6 addresses with
embedded IPv4 addresses. In this way, routing devices can extract IPv4 addresses from the
destination IPv6 addresses in IPv6 packets. Automatic tunnels can be used from host to host,
or from host to router.

6in4 tunnel

6in4d is a manual tunneling technology. It can implement IPv6 isolated island communication
through manually configured tunnels without the network operator providing IPv6 interconnection
services.

103



6to4 tunnel

6to4 is an automatic tunneling technology that enables communication between isolated IPv6
islands and between sites within the IPv6 backbone and IPv6 backbone networks without the
network operator providing IPv6 interconnection services.

The 6to4 tunnel technology is used to establish a tunnel between border routers at an IPv6 site.
The border router at the source site is the start node of the tunnel, and the border router at the
destination site is the end point of the tunnel.

The 6to4 tunnel technology uses a special IPv6 address, that is, a 6to4 address, which starts with
2002. The IPv4 address of the border router is embedded in the prefix of this address. The address
structure is shown in the figure below.

:;1 n.r-:;::;;' IPwd addmess SLAID inbariacn 10

T'_l'.-“. 13 Bl i 52 bl z7 16 bl e 64 L=l g
- FP: Format Prefix, which is 001
- TLA: Top Level Aggregator, which is 0x0002
~ IPv4 address: The IPv4 address of the border router
- SLAID: Site Level Aggregator, namely the ID of subnet
- Interface ID: The ID of the interface

6rd tunnel

6RD (IPv6 Rapid Deployment) is an IPv6 network transition technology solution developed based
on 6to4. It adds a 6RD BR (Border Relay, Border Relay Device) to an existing IPv4 network,
establishes a 6in4 tunnel at the home gateway (6RD CE (Customer Edge)) and 6RD BR of IPv6 users,
and provides IPv6 access to users.

The 6RD network typology is as follows.

frd CE

Y N
IPvé SPIPv4 Network IPv6

As shown in the figure above, the 6RD tunnel technology is used to implement mutual access
between IPv6 islands, and the BR can also be used to access the IPv6 network after the BR.

The main differences between 6RD and 6to4:

6RD does not need to use a specific address 2002::/16, it can use the network operator's own
address block, which greatly increases the convenience of implementation.
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Configure IPv6 tunnel

e Devices at both ends of the tunnel must support the dual stack protocol.

e The WAN IPv4 address of the routers must be a public IP address.

6in4 tunnel

Log in to the web Ul of the router, and navigate to IPv6. Set the connection type to 6in4 Tunnel,
enter required parameters and save the configurations.

“ IPvG

[Pl WAN Settings

Parameter description
Parameter Description

Remote IPv4 Address It specifies the WAN IPv4 address of the dual stack router at the peer side.

Local IPv6 Address It specifies the IPv6 address of the LAN, which needs to be customized.

6to4 tunnel

Log in to the web Ul of the router, and navigate to IPv6. Set the connection type to 6to4 Tunnel
and save the configurations.

|:l\-|'|j

m

Pyl Wia b Setinnigh

6rd tunnel

Log in to the web Ul of the router, and navigate to IPv6. Set the connection type to 6rd Tunnel,
enter required parameters and save the configurations.
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. IFvE

IFwE WAN Settings

Parameter description

Parameter

Remote IPv4 Address

Subnet Mask

IPv6 Prefix
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Description

It specifies the WAN IPv4 address of the dual stack router or 6rd BR at the peer side.

It specifies the subnet mask of the IPv4 network. The IPv4 network at both sides
should be at the same network segment.
It specifies the IPv6 prefix of the network.

* When the 6rd tunnel is used to achieve the communication between isolated
islands, users can customize the IPv6 prefix.

¢ [f the 6 re tunnel is used to connect to the network of ISPs, contact your ISP for the
IPv6 prefix.
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Examples of IPv6 tunnel configuration

6in4 tunnel

As shown below, the two routers support dual stack protocol. To achieve the communication
between the two hosts, you can configure the 6in4 tunnel.

Assume that the two routers are connected to IPv4 network and obtain public IPv4 addresses.

rd LN
({¢ A\ /7, W\
LA ) j ] 4 f{ W\ \
W\ )7 | 1)
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\
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Ve ) el O | s . Router2

(/E (B / Router 1 ( (P 4

/] - 2001:10::

[ - - WAN IPv6: 2001:10::1/64 ( - - WAN IPv6: 2001:10::2/64

\ - LAN IPv6 prefix: 2001:2::/64

WAN IPv4:1.1.1.1 ' WAN IPv4:1.1.2.1

= IPv6 computer 1 2 IPv6 computer 2

2001:1::560:febc:add:9379 . 2001:2::1036:66d1:a340:aac6

I\ T LAN IPv6 prefix: 2001:1::/64 T T

Configuring procedure:
Step 1 Configure the Router 1.

1. Start a web browser on a device connected to the router 1 and visit tendawifi.com to log
in to the web Ul of the router.

Choose IPv6.
Enable the IPv6 function.

Set the connection type to 6in4 Tunnel.

i & W N

Enter the WAN IPv4 address of the device at the peer side, which is 1.1.2.1 in this
example.

@

Customize the local IPv6 address, which is 2001:10::1/64 in this example.
7. Set the IPv6 LAN prefix length, which is 2001:1::/64 in this example.
8. Click Save.
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Step 2

i & W N

@

“ IPvB

s m ﬂ“mﬂ. ..................................................................................
nnnectinn Typs Eind Tunnel T
Hemals [Pyl Address i 1 .. 1
Al 1P Acdr 305110 Ed
IPvE LAN Settings
T Audo w
W I 0 Le=nggit [EESTIE]] w A0l %]
._rﬁ ........ E ”jE ......... ' ...................................................
I e g mplp ) - Ao L]
i TN | Manual -

Configure the Router 2.

Start a web browser on a device connected to the router 2 and visit tendawifi.com to log
in to the web Ul of the router.

Choose IPv6.
Enable the IPv6 function.
Set the connection type to 6in4 Tunnel.

Enter the WAN IPv4 address of the device at the peer side, which is 1.1.1.1 in this
example.

Customize the local IPv6 address, which is 2001:10::2/64 in this example.

. Set the IPv6 LAN prefix length, which is 2001:2::/64 in this example.

Click Save.
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---End
Verification

To verify whether the 6in4 tunnel is established successfully, you can ping each other on the two
computers.

Now, ping computer 2 (IPv6 address: 2001:2::1036:66d1:a340:aac6) on computer 1.
Step1 Use Windows + R shortcut to open the Run dialog window.

Step 2 Enter cmd, and click OK.
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Run >

Type the name of a program, folder, decument, or Internet
resource, and Windows will cpen it for you,

Open: | | "

QK Cancel Browse...

Step 3 Enter the ping command, which is ping 2001:2::1036:66d1:a340:aac6 in the example, and
press Enter.

---End

Wait a moment. The 6in4 tunnel configuration succeeds when the result is shown as below.

B O e e AT e, p - ]
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6to4 tunnel

As shown below, the two routers support dual stack protocol. To achieve the communication
between the two hosts, you can configure the 6to4 tunnel.

Assume that the two routers are connected to IPv4 network and obtain public IPv4 addresses.

(lk c;r'j Router 1 Router 2
7 WAN [Pv6: WAN IPV6:
"_' 2002:101:101::101:101/16 2002:101:201::101:201/16
.. . WAN IPv4: WAN IPv4:
1111 T11.21

D —. IPv6 computer 1 _ IPv6 computer 2

s 2002:101:101:1:560:febc:add:9379 SRR 2002:101:201:1:1036:66d1:a340:aac6
Configuring procedure:

Step 1 Configure Router 1.

1. Start a web browser on a device connected to the router 1 and visit tendawifi.com to log
in to the web Ul of the router.

Choose IPv6.
Enable the IPv6 function.
Set the connection type to 6to4 Tunnel.

Click Save.

i & W N

. IPvE -

P55 WaN Setings
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Step 2 Repeat Step 1 to set the connection type of Router 2 to 6to4.

---End
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Verification

To verify whether the 6to4 tunnel is established successfully, you can ping each other on the two
computers.

Now, ping computer 2 (IPv6 address: 2002:101:201:1:1036:66d1:a340:aac6) on computer 1.
Step1 Use Windows + R shortcut to open the Run dialog window.

Step 2 Enter cmd, and click OK.

Run >

Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

Open: | | e

QK Cancel Browse...

Step 3 Enter the ping command, which is ping 2002:101:201:1:1036:66d1:a340:aac6 in the
example and press Enter.

[ <] [ ThET T Fa - ! =

---End
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Wait a moment. The 6to4 tunnel configuration succeeds when the result is shown as below.

6rd tunnel

As shown below, the two routers support dual stack protocol. To achieve the communication
between the two hosts, you can configure the 6rd tunnel.

Assume that the two routers are connected to IPv4 network and obtain public IPv4 addresses.

Vb

| \ |
Pl " “— P -
W (7 / Router 1 e ¢ / Router 2
( m ' WAN IPv4: 1.1.1.1 ‘ . ' WAN IPv4 address: 1.1.2.1
] i WAN IPv6: ot} WAN IPV6:
— L

2001:db8:1010:1010::101:101/32

_. IPv6 computer 1: __ IPv6 computer 2

2001:db8:ac10:c810:560:febc:add:9379 e 2001:db8:c84c:1:1036:66d1:a340:aac6

2001:db8:1010:2010::101:201/32

Configuring procedure:

Before configuring the 6rd tunnel, navigate to View system information to find the WAN IPv4 address
of the router.

Step 1 Configure Router 1.

1. Start a web browser on a device connected to the router 1 and visit tendawifi.com to log
in to the web Ul of the router.

2. Choose IPv6.
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Step 2

i & W N

o

Enable the IPv6 function.
Set the connection type to 6rd Tunnel.

Enter the WAN IPv4 address of the device at the peer side in Remote IPv4 Address, which
is 1.1.2.1 in this example.

Enter the Subnet Mask of the IPv4 network. 240.0.0.0 is recommended.
Customize the IPv6 Prefix (the default is recommended).

Click Save.

IPvE

dl]

IPyE WWAMN Seitings

aid Tunnel T

Configure Router 2.

Start a web browser on a device connected to the router 2 and visit tendawifi.com to log
in to the web Ul of the router.

Choose IPv6.
Enable the IPv6 function.
Set the connection type to 6rd Tunnel.

Enter the WAN IPv4 address of the device at the peer side in Remote IPv4 Address, which
is 1.1.1.1 in this example.

Enter the Subnet Mask of the IPv4 network. 240.0.0.0 is recommended.
Customize the IPv6 Prefix.

Click Save.
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---End
Verification

To verify whether the 6rd tunnel is established successfully, you can ping each other on the two
computers.

Now, ping computer 2 (IPv6 address: 2001:db8:c84c:1:1036:66d1:a340:aac6) on computer 1.
Step1 Use Windows + R shortcut to open the Run dialog window.
Step 2 Enter cmd, and click OK.

I Run

Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

[l

Cancel Browse...

Step 3 Enter the ping command, which is ping 2001:db8:c84c:1:1036:66d1:a340:aac6 in the
example and press Enter.
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---End

Wait a moment. The 6rd tunnel configuration succeeds when the result is shown as below.
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10.2 IPv6 LAN settings

To access the page, log in to the web Ul of the router and choose IPv6.

You can change the IPv6 LAN settings here.

[PvE LAN Jetiings

Parameter description

Parameter

IPv6 LAN Address

IPv6 LAN Prefix

Length

DHCPv6

DHCPv6 Address
Assignment Method

Start ID

N Address | Aido r
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Description

It specifies two types of IPv6 LAN address assignment.

® Auto: The router generates the IPv6 address based on the LAN MAC address of the
router. By default, the prefix has 64 digits.

® Manual: You need to set the IPv6 LAN address manually.

It specifies two types IPv6 LAN prefix address assignment.

® Auto: The router obtains an LAN prefix from the upstream device.
® Manual: You need to set the IPv6 LAN prefix manually.

DHCPv6 (Dynamic Host Configuration Protocol for IPv6) is used to assign IP addresses
and prefix to IPv6 hosts on a network. It is the IPv6 equivalent of the DHCP for IPv4.
This is also known as a stateful autoconfiguration.

It specifies the assignment type of IPv6 address information by the DHCPv6 server.

® Stateless: DHCPv6 stateless configuration. Clients obtain their IPv6 address through
Router Advertisement (Stateless Address Auto Configuration) and other parameters
are allocated by the DHCPv6 server.

e Stateful: DHCPV6 stateful configuration. The DHCPv6 server automatically assigns
IPv6 addresses/prefixes and other network configuration parameters (e.g. DNS
server addresses, etc.) to clients. The user needs to manually configure the start ID
and the end ID.

The configuration is required when the DHCPv6 address assignment method is set to
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Parameter

End ID

IPv6 DNS

Primary IPv6 DNS

Secondary IPv6 DNS

Description
stateful.

It specifies the range of the last segment of the IPv6 address that the DHCPv6 server
assigns to the devices. Range: 1-ffff.

It specifies the LAN IPv6 DNS configuration method.
® Auto: Obtain the IPv6 DNS address from the upstream device.

® Manual: Configure the IPv6 DNS address manually.

Enter the fixed IPv6 DNS address provided by your ISP.

If your ISP only provides one DNS server address, you can leave the secondary IPv6
DNS blank.
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165 Advanced settings

11.1 Operating mode

11.1.1 Overview

In addition to providing internet access with a SIM card, the router can also be connected to a
broadband. By switching the operating mode, you can access the internet through the
corresponding method. The default operating mode is 3G/4G router mode.

To access the configuration page, log in to the web Ul of the router and navigate to Advanced
Settings > Operating Mode.

Oparating hMods 3

Operaling Mode: ® 354G Rouber Mads ereless Roder 18ooe

To access the internet:

— 3G/4G router mode: Refer to the quick installation guide or Access the internet with a SIM
card.
— Wireless router mode: Refer to Access the internet through the WAN port.

11.1.2 Set the router to wireless router mode

If you have already used the router and is able to access the web Ul, navigate to the Advanced
Settings > Operating Mode to change the operating mode.

If you are using the router for the first time, or the router is reset to factory settings, follow the
steps below to set the router to wireless router mode.

Configuring procedure:
Step1 Logintothe web Ul of the router.

1. Connect your wireless device to the Wi-Fi network of your router, or connect a computer
to the LAN port of the router.

2. Start a web browser on a device connected to the router and visit tendawifi.com to log in
to the web Ul of the router. A computer is used for illustration below.
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&« = @ i@ tendawifi.com

*

3. Click Start.
Tenda

Tenda Router

Quick Setup Wizard

b 11

4. Click Skip.

Mo SIM Card

5. Do not set login and Wi-Fi password now by ticking Not Required, and click Next.

Wi-Fi Setlings
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6. Click Not Now.

Tips X

Your Wi-Fi network has no password.
To ensure the security of your Wi-Fi network, set a Wi-Fi

password.
Set Mot Now
Step 2 Set the router to wireless router mode.

1. Choose Advanced Settings > Operating Mode.

2. Click Wireless Router Mode, and click Save.

Operating Mode: (O 3G/4G Router Mode — ® Wireless Router Mode

Save

After rebooting, the router is set to wireless router mode.

—End
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